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(57)Abstract: 

PROBLEM TO BE SOLVED: To electronically sign only 
data which a signer has surely confirmed. 
SOLUTION: A CPU 14 receives data of a check or the like, 
which should be electronically signed, through a USB cable 
10 and supplies this document data to a liquid crystal 
monitor 8 to display a picture of the check. The signer puts 
his or her finger on a fingerprint collation sensor 6 after 
seeing this display to confirm contents. The fingerprint 
collation sensor 6 reads the fingerprint to generate its video 
signal, and a fingerprint collation circuit 18 identifies the 
signer on the basis of the fingerprint picture represented by 
this video signal. Then, the CPU 14 starts a cipher 
processing circuit 20 to supply the document data to the 
cipher processing circuit 20. The cipher processing circuit 20 
generates hash values of the document data and uses a 
secret key out of a public key and the secret key, which have 
been preliminarily generated on the basis of a public cipher 



key system, to encipher the hash values. The CPU 14 outputs the result through the USB cable 10. 
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NOTIFICATION OF REASON FOR REJECTION 



Patent Application No.: 2005-045651 
Examiner's Notice Date: June 8, 2005 
Examiner: N. Ishida 

This application is rejected on the grounds stated below. Any opinion about the 
rejection must be filed within THREE MONTHS of the mailing date hereof. 



REASON 

The invention(s) recited in the following claim(s) is unpatentable under Section 
29 (2) of the Patent Law, as being such that the invention could easily have been made 
by a person with ordinary skill in the art to which the invention pertains, on the basis of 
the invention described in the following publication(s) distributed in Japan or a foreign 
country prior to this application. 



REMARKS 

References Cited: 

1. Jpn. Pat. Appln. KOKAI Publication No. 2002-258745 

2. PCT International Publication No. 03/102788 

3. PCT International Publication No. 02/46904 

Reference 1 is applicable to claims 1, 6, 1 1. 12. 16. 18, 19, 25 and 26. 

Reference 1 describes a portable data storage device ("electronic signature 
device") comprising a non-volatile memory ("program memory") for storing user data 
("document data"), an interface section ("USB controller") for receiving data from and 
transmitting data to a host ("personal computer"), a master control unit ("CPU") for 
transferring data to and from the non-volatile memory, and integrated circuit means 
("code processing circuit") for generating at least one key ("private key" or "public key"), 
the device being arranged, upon receiving a command from a host requesting data, to 
transmit the requested data stored in its memory to the host using the interface section, 
and to transmit a key generated by the integrated circuit means to the host using the 
interface section (refer to paragraphs [0009]-[0017] and FIG. 1). 

In general, a digital signature is transmitted together with data to which the 
signature is affixed and a key for verifying the signature. Therefore, a person with 
ordinary skill in the art could have easily come up with the inventions of claims 1,6, 11, 
12, 16 and 18, by transmitting "document data" and "public key" to a personal computer, 
together with a "digital signature". 
Reference 1 is applicable to claims 2-5, 17 and 20-24. 
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In general, selecting whether to produce a digital signature at a device or at a 
host is a matter of design choice. A person with ordinary skill in the art can easily 
select whether to produce a digital signature at a device or at a host, according to the 
calculation performance of the device and the host. A private key used for producing a 
digital signal should be safely distributed from where the key has been generated, in 
accordance with the selection result. Accordingly, there is no particular difficulty in 
achieving the inventions of claims 2-5 by safely distributing the "private key", described 
in Reference 1, from an "electronic signature device" to a "personal computer", and 
verifying the produced digital signature using the "electronic signature device" 
comprising a "public key". 

Reference 1 is applicable to claims 7. 9, 27 and 29. 

Reference 1 describes certifying the signer using a finger print recognition 
sensor and a finger print recognition circuit (refer to paragraph [0015]). 

Reference 1 is applicable to claims 8 and 28. 

The technique of encrypting confidential data for transmission and reception, is 
well-known. Therefore, there is not particular difficulty in achieving the inventions of 
claims 8 and 28 by transmitting and receiving the "document data", described in 
Reference 1 , after encoding the data. 

References 1 and 2 are applicable to claims 10 and 30. 

Reference 2 describes a portable memory device having a data 
compression/decompression engine for compressing/decompressing write/read data 
(refer to page 2, line 15 to page 3, line 16 and FIG. 1). Thus, there is no particular 
difficulty in providing the data compression/decompression engine to the electronic 
signature device, described in Reference 1, to achieve the structures of the inventions 
of claims 10 and 30. 

Reference 1 is applicable to claim 13. 

In general, selecting what type of interface to provide between a host and a 
device is a matter of design choice to a person with ordinary skill in the art. Further, it 
is well-known to use wireless communication as the interface between a host and a 
device. Therefore, there is no particular difficulty in achieving the invention of claim 13 
by using wireless communication as the interface between the personal computer and 
the electronic signature device, described in Reference 1. 

References 1 and 3 are applicable to claim 14. 

Reference 3 describes a mouse with a USB storage device mounted within a 
housing of a USB mouse (refer to page 4. lines 9-14 and FIG. 1). There is no 
particular difficulty in achieving the invention of claim 14 by applying this technique to 
the electronic signature device, described in Reference 1, so as to provide an integral 
structure of the electronic signature device and a mouse as a one-piece structure. 



Reference 1 is applicable to claim 15. 

Selecting what type of data is to store in the program memory of Reference 1 is 
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a matter of design choice to a person with ordinary skill in the art. 



